Connected, Dependent, angq Vulnerab|e

Technology . . . is a queer thing; it brings you great gifts with
one hand and it stabs you in the back with the other
CHARLES PERCY SNOW

: M at Honan'’s life looked pretty good on-screen: in one tab of
‘- his browser were pictures of his new baby girl; in another

- streamed the tweets from his thousands of Twitter followers, As
.~ areporter for Wired magazine in San Francisco, he was living an
. urbane and connected life and was as up-to-date on technology as
- anyone. Still, he had no idea his entire digital world could be erased
. in just a few keystrokes. Then, one August day, it was. His photo-
- graphs, e-mails, and much more all fell into the hands of a hacker.
- Stolen in just minutes by a teenager halfway around the world.
- Honan was an easy target. We all are.
: Honan recalls the afternoon when everything fell apart. He
was playing on the floor with his infant daughter when suddenly
his iPhone powered down. Perhaps the battery had died. He was
€xpecting an important call, so he plugged the phone into the out-
let and rebooted. Rather than the usual start-up screen and apps,
!16 saw a large white Apple logo and a multilingual welcome screen
Iviting him to set up his new phone. How odd. o
Honan wasn’t especially worried: he backed up his 1'Phon(e1
every night. His next step was perfectly obvious—log in to iClou
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10 A GATHERING STORM

and restore the phone and its daFa. Upon logging in to his 2
account, he was informed that his password,.the one he e sple
was correct, had been deemed ’wrong b.y the iCloyg ods, onl!re
an astute reporter for the Wfll‘ld S preeminent technglg agazian
had yet another trick up his sleev.e. He would mere] COnngy, :e
iPho.ne to his laptop and restore his data frolr{ the hard drive on }:l‘e
local computer. What happellled next made his heart sink. i
As Honan powered up his Mac, .h.e was.grecFed With 5

from Apple’s calendar program advising him his Gm
was incorrect. Immediately thereafter, the .face of hij i
beautiful screen—turned ashen gray and quit, as if it haq died. Its
only thing visible on the screen was a prompt: pleage ente; Youi
four-digit password. Honan knew he had never set a

paSSWOrd.
Honan ultimately learned that a hacker had gaine( acCesg ¢,
his iCloud account, then used Apple’s handy “find my phope» fea

ture to locate all of the electronic devices in Honan’s world, One b;;
one, they were nuked. The hacker issued the “remote WiDE™ coer
mand, thereby erasing all of the data Honan had SPeNt a lifetp
accumulating. The first to fall was his iPhone, then his iPaq. Last
but certainly not least, was his MacBook. In an instant, all of hi;
data, including every baby picture he had taken ¢

uring his daugh.
ter’s first year of life, were destroyed. Gone too Wwere the priceleg
photographic memories of his relatives who had long since died,

vanquished into the ether by parties unknown_

Next to be obliterated was Ho
blink of an eye, the eight years of car
were lost. Work conversations, no
wiped away with a click of a mouse

intention to his ultimate target: Honan’s Twitter handle, @Mat,
Not only was the account taken

over, but the attacker used it to
send racist and homophobic rants in Honan’s name to his thou-
sands of followers.

$ laptg

nan’s Google account. In the
efully curated Gmaj messages
tes, reminders, and memories
- Finally, the hacker turned his
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e Honan’s password was his billi

eded ge ' s his billing add

ne i gits of his cred?t card number. Honan’s agddre;{sasvs.':: r('iedc]fe
Whois Interl'{et domain record he had crea:e(;
nal Web site. Even if it hadn’t been, dozens

1., avalld
ily 2 puilt his Pere° .
WhitePages.com and Spokeo would have

en i
Wfh onli services Such 45
k ovided It for free. »
r in the last four digits of Honan’s credit card, the
. b}
like most of us) had an account on

that Honan (
o was correct. Armed with Honan’s full name and

azon:Can mailing addresses, the culprit contacted Amazon and
anipulated , customer service rep so as to gain access

Jast four credit card digits. Those simple steps and
rned Honan’s life upside down. Although it didn’t
the hacker could have just as easily used the
access and pilfer Honan’s online bank

pis e-!

suCCeSSﬁIH}.Z =

o the require
ore tu

nothiﬂg e
., this €as¢

i
happesz e information t0
tually came forward to take credit for
in hacking circles—claimed
Inerabilities of the Inter-
rely on every day. Point made. Honan

nicate with his attacker.

created @ NEW Twitter account to commu

. the @Mat account, agreed tO follow Honan’s new

d now the tWO could direct message each other. Honan

tion that was burning on his mind:

is to me? As it turns out, the near
d memories Wa$ merely collateral damage-

s chilling: “I honestly didn’t have any heat

itter] username.” That was it.

ked your [Twi
rized three-letter Twitter handle.

Jiked it and simply wanted it for

The teenager who even
., as he was known

i—Phobia,
ity vu

Why? Why wou
decade of lost data an
Phobia’s reply wa
towards you . . . I just li
That's all it was ever about—2 P
A hacker thousands of miles away
himself.
Oblitzl;‘:ethought.t}.lat S(.)mebody with no “heat” toward you can
Hotigi Stz)fOur digital life in a few keystrokes is absurd. Whe.n
garnered COIr]y -pr eared on the cover of Wired in December 2012, 1t
how to be’cte: ;eerable attention . . . for a minute or tWo: A debfflte on
many Internet dj(;ure - everyday technologies ensued but; like so
changed since H SRR ultimately flamed out. Precious little has
onan’s trials and tribulations. We are still every bit
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Honan was fhc“_fand C:IVC? nZIO.IIf it "
45 vulnerable as ', hackable mobile and cloud-based applic
our dependency © of us, Honan'’s various accounts ye,., link, s,
As with I.nost celf-referential web of purported digity] t:j -
no{hcrdl‘n zard umber on an Applc. profile anq ol ma:st:
the same cre llt J e-mail address that points back to Grngj| . -on
account; an 1(‘3 ou ommon, including log-on credenty, h ach
had infor;natlonnldﬂ ;asswof ds with all the data connecteq I’)a Fedjs
card numbers, 2

- c
Honan’s security protections amounge e
the same person. rion

- than a digital Maginot Line—an overjapplng -
ing mo
cards that came tum

bling down with the slightest Pressure, Ay o Bl

f the information needed to destr Oy,hls digital li.fe’ Of yours |
fnm‘;n:(i)il)’ available online to anybody who is the least bit devios 0;
is re

creative.

one 2

g

Progress and Peril in a Connected Worlqg

In a few years’ time, with very little self—reﬂecti_on, weive Sprinteg |
headlong from merely searching (f"roogle to rel}'nng on it ff)r direc.
tions, calendars, address books, video, entertainment, vojce mail,
and telephone calls. One billion of us have. posted Our most jnt;.
mate details on Facebook and willingly provided socia] networking
graphs of our friends, family, and co-workers. We’ve downloaded
billions of apps, and we rely on them to help us accomplish every-
thing from banking and cooking to archiving baby pictures, We
connect to the Internet via our laptops, mobile phones, iPads,

TiVos, cable boxes, PS3s, Blu-rays, Nintendos, HDTVs, Rokus,
Xboxes, and Apple TV,

fest. Over the past hundred years, rapid advances in medical science

mean that the average human life span has more than doubled and
child mortality has p]

0, so elusjve tq many for so long, is free today
he Khap Aca

: demy. And the mobile phoneis |
th leadlng to billions upon billions of dollars |
evelopment i nations around the globe.

singularly credited wi

n direct €conomic ¢
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13 CONNECTED, DEPENDENT, AND VULNERABLE

The jnterconnectiviry the Interfwt provides through its fun-
mentﬁl architecture means that disparate peoples from around
da orld can be brought together as never before. A woman in
the'“’ o can play Words with Friends with a total stranger in the
Chlcagl ods. A physician in Bangalore, India, can remotely read
Netl:xer a ot the K-ray results of a patient in Boca Raton, Florida
and interP South Africa can use his mobile phone to access thé
s a PhD candidate at MIT. This interconnected-

Game crop of the [nternet’s greatest strengths, and as it grows in
ness js on¢ o the global network’s power and utility. There is
76, tO‘? prate in OUT modern technological world.

cele - Jvantages of the online world are well documented

ntly highlighted by those in tl"le.tech industry, there is
J freque e to all of this interconnectivity.

I ontrol networks, fire depart-

:cal grids, air traffic
even the elevators at work are all criti-

. s, an
ent dlspatjh i}’;;ef;lom sters. Each day, we plug more and more
epen nt 0 co the global information grid without pausing
Mat Honan found out the hard way, as
¢ what should happen if and when the
e foundational

dern society—th

of our mo
1 go away? What is

tterly dependent—32

tf:f:hrltfi'logl
. h we are u
one exists.

plan? In fact, n

The World Is Flat (and Wide Open)

centuries, the Westphalian system of sovereign nation-states
t that countries were to be sov-

It mean
no role for outside authorities to

ffairs. The Westphalian structure

:‘:; gifzréejnzlsgfugh iadsyst(?m of borders, ar.mif:s, guax:ds, gates,
i emigratic:l Zt}u bc}: 1rfnplemente.d to limit both immigra-
BN inspectjonpeop e from a national territory- Moreover,
the flow of goods structures would be established to control

across national boundaries. Yet as prescient as the

Signatories to the T;
r : -
foresaw Snapchat. eaty of Westphalia were in 1648, none of them

For
has prevailed in our world.

ereign in their territory, with
meddle in a nation’s domestic a
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14 A GATHERING STORM

Though physical borders still mattelh, sucg dlv;smns are muygy,
less clear in an online world. Bits and bytes q OTESy from qp,
country to the next without any border g:uar Sy f:n’}nﬁgratloF cos
trols, or customs declarations t0 3 ow their ;fﬂnSI AL 3C.11tiona]
transnational barriers to crime faced Zim(())liligﬁz dgf:lleé?tlons. of
thieves, thugs, and convicts have been Shedly driiiand € online
world, allowing unsavory in €Xit any

dividuals to

i i lease. _ .
Wrtl’?‘ﬁ;ﬁ?ﬁ&?fﬁi and its implications forbouli S_CC;;'IW. Once
if criminals attempted O r'ob a-baniin. :New Yol
| things were considered to be self-evident,
was assumed that the perpetrators hag
;on within the boundaries of the NYPD
nk robbery would have breached

eral law, and the NYPD and the

FBI would share joint jurisdiction to investigate the matter. The

victim (in this case the bank) was also colocated within the physical
jurisdiction of the concerned law enforcement authorities, greatly
on. Attempts to solve the case would

: olifying their investigati
o cal evidence likely left behind at the

have been bolstered by physi . : )
scene of the crime by the bank robber, including fingerprints on a

note handed to a teller and DNA on the counter he jumped over,
and perhaps via the images of his own face visible on the bank’s
security camera system. In addition, the crime itself was subject to
certain physical limitations. The dollar bills stolen would have had |
weight and mass, and only so many could be carried away. The piles
of cash might also have had an embedded exploding dye pack to flag
the suspect to the police. But in today’s world, long-established,
tried-and-true investigative givens, such as jurisdictional common-
ality and physical evidence—fundamental tools for authorities to
solve crimes—often no longer exist.

Compare the Times Square heist scenario above with the infa-
mous 1994 Internet bank robbery carried out by Vladimir Levin
from his apartment in St. Petersburg, Russia. Levin, a computer
programmer, was accused of hacking the accounts of severa
gfoc;ltlbq?k’s large corporate customers and making away with

-/ million. Collaborating with accomplices around the world,

upon a time,
Times Square, severd
First and foremost, it
entered a physical locat
Midtown South Precinct. The ba
both New York State and U.S. fed
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(5 CONNECTED, DEPENDENT, AND VULNERABLE

1evin tr 3”5ferrﬁd Ij\alrg; S?mfsj s };Fa""h to accounts in Finland, the

. 'Uflite grates, 't t.: ‘ct' erlands, ‘:crmany, and Israel. :
1 Who had Jurlsdlctiorl ‘for‘ thrs:n'attcr? Wias it the police in th

] - cates, where the victim (Citibank) was Jocated? Was it tf::

1 Un oy Sl petersburg; 'w}‘mrc the suspect carried out the alleged
- cops Or Was junsdlcmon held in Israel or Finland perhag

offerlse' o ”-gotten funds were electronically delivered ::o fraudp;:

physically entered the United States to

DNA and was never

1 ‘”herec unts? Levin never
- jent ac‘r he crime: He left no fingerprints or
k. orﬂmé S explo ding dye pack. Importantly, he never needed to
arke ; Ycar the chousands of pounds of cash out of the bank;
y Jished with a mouse and a keyboard. No need for
either; Levin merely hid behind his
| route to cover his

omp
J-off shotgun ©

cuitous virtua
. ] tracks: _ . _
;1116 n f the Internet means that we are increasingly liv-
derless world- body, with good or ill intent,

. ht halfway around the planet.

oon, as they hop from
cross the globe

astrate police: Criminals have also learned how

. tracked online. A smart hacker
tack againsta bank in Brazil from
ead, he would route his attack
from France, tO Tur-
t in Brazil. This abil-
eates

- itiate an at

would never
. France. Inst

ised network to another,

from one cOm
key, to Saudi Arabia, toward his ultimate targe
the Internet’s greatest strengths, cr

ity to country-hop, oné of
enormous jurisdictional and administrative problems for the police
and is one of the main reasons why cyber-crime investigation 1S
so challenging and often feckless. A police officer in Paris has no

authority to make an arrest in Sdo Paulo.

The Good Old Days of Cyber Crime

The nat
ure of the cyber threat has changed dramatically over the

Past twenty-fi
y-five years. In the early days of the personal computer,
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. “ » Iau h
ated by the “lulz,” or laughg The
mtottcivprove that they could do it of : Yhac

o ter viruses to in ectIB M 4
omputer SYSETE e ot compu : poke,
c ver) din 1986 by the brothers Amjag Faroocs Wy,
the Brain virus: € d twenty-four and seventeen, of L‘l«‘\lw

ems jus

1 age )
1 4 0 Al‘ ], 4 0
and Basit r[?]:oir?’ff us was intended to be innocuous, ¢, iy re
; e
Pakistan.

P ot
. the software the brothers had spent years de\’ei:rs
from pl?atmg ked by infecting the boot sector of a ﬂOppy disk sp
ing. Brain wor ting its copying and allowed the brothers -

tr
en ac
means of preve eir own software. The brothers, upset tha k

’ ies of th . ; & toth.
gy Cop'l:;ting their software without paying for it Includeq an
ers were pl

- d on infected users’ screeps.
ominous warning that appeare :
welcome to the Dungeon © 1986 Brain g -
amjads (pvt). BRAIN COMPUTER SERVICES 73,
NIZAM BLOCK ALLAMA IQBAL TOWN LAHORE-
PAKISTAN PHONE: 430791,443248,280530.
Beware of this VIRUS . . . Contact us for
vaccination

Their message is notable for several reasons. First, the broth-

ers claimed to have copyrighted their virus, a ballsy move indeed.
Even more strange was the fact that they included their address
and phone numbers for users to contact the virus originators for
“vaccination,” or removal of the virus. Their reasoning for creating
the virus seemed logical enough to Basit and Amjad, but what they
hadn't realized was their creation had the capacity to replicate and
spread and did so the old-fashjoned way, through human beings' |
carrying around $.25-inch floppy disks from computer to com-
puter. Eventually, Brain had traveled the globe, introducing Basit
and Amjad to the regt of the world,

QVCT time, hackers greW more ambitious—and more malicious.
gxiésge;(;zﬁiﬁm.“? 0he another via computer bulletin lbo_zf‘:
ke 3 0 longer neded o el
could spreac;I via 1:112(] e e LS o Ly sy 1.aline
ervices such 0em over telephon-e lines thrOI-lgh earl()jz T\IOL-
Newer Viruses d mp'userve, PrOdlg’}T, e ouU

d Trojans such 4 Melissa (1999), ILOVEY!

TR R
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17 CONNECTED, DEPENDENT, AND VULNERABLE

(2001),' Slammer (2003), and Sasser (2004) could
ft Windows computers around the world with
m papers, recipes, love letters, and compan

d to our hard drives. Suddenly we allphazir

Code Red
(2000),fect Microso

oW .
n : destfoymg the ter
eas ' Jsheets W had save

peats. .,
SP 'n thls game. ? :
a portmanteau combining the words

5kmé mputer “malware;

" ‘

i “software,” now comes in many forms, but all seek
rom, or inflict some illegitimate or unau-

s
“ a]jClOu :
mdalﬂa ge, disrupt steal
. . actionon @ data s

ystem Or network:

e by inserting a copy of

¢ viruses prOpagat
just as a real-world

. Computé
. to another program,

cts an available biological host.
also cause damage, but do so as stand-

e and do not require a host program to
replicate-

o Trojans,
by the Gree
Jegitimate pl
user 18 tricke

targeted system-

that allow hackers to mal
infected system. Trojans do not reproduce by infecting

other files per se, but rather spread by deceiving users
into clicking on a file or opening an infected e-mail

attachment.

named after the mythical wooden horse used
s to infiltrate Troy; often masquerade as
of software and are activated when a
d into loading and executing the files on a

Trojans frequently create “back doors”
intain persistent access to an

eces

ublic is slowly (very
lick on files sent by
s to create

Virus writers today recognize that the p
i{:;vly) beginning to get the message not to C
SO-CI;%Z?C{ f:v :_lss;lt, crlmunals h.ave updated their tactic .
dilities i compgtef:r;.oa‘ds, which use malware to exploit vu.lner-
hngnages G elgtgn§ languages such as Java and ActiveX,
moved online, and hocks y Internet Web browsers. The world has
and Safari makes sens fng to_OIS_Such as Internet Explorer, Firefox,
;:n;}jl comes with 4 he: or criminals, though the new modus ope-
modilrl Alis NetWOrkngg:;trjordunsuspecting users. Researchers

Malware is now spread . that. as much as 90 percent of
via previously hacked popular Web
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the computer infection the Momey, o
serve ?gps by the site. Many large COMpanje, “nsus\
s

» Ing)y, 4.

destination portal around the world, haye haé“tilng

tes hijacked by crixl}inals and thus unkpg ingly B, 8y

Web sites ustomers who innocently stopped by to checl, . N
their own €

Spo
- the latest stock market returns. M

sites th at, )

pectiﬂg visitor
jor

Yahoo!, a M

scores 0

The Malware Explosion

Now it’s not just about the “lulz” but. for want of money, jn foiny,
tion, and power that h-ackers ply their trade, In the early tyye, ‘
first century, as criminals ﬁgure.d out ways to Monet;,q thej;
malicious software through identity theft ang other techﬂiqueg
the number of new viruses began to soar, By 2015, the volume ha d’
become astonishing. In 2010, the German tute Ay,
Test had assessed that there were forty-ni il ins of cop.
puter malware in the wild. By 2011, the antivj

reported it was identifying two million NEW pieces of malwy
month. In the summer of 2013, the cy

ber—security firm Kaspersky
Lab reported it identified and i
samples every single day,

= : 0 or even 75
£steent. Bven g o y o
se5 were AL still mean thge fifty thousand pew
generate each and every d ;
mendoys tesearchogng. g “TY day. Think aboy the tre-
212 globa] sy, to Cn “development effort that would be required
As busines ate thay volume of uniquely coded malware
tn. he " Xhows, R&D IS an expengiye proposi-
ming e Mg crimels gr 2 (ROI) required o support
Congypy € vage, g I?gomg illicie Computer program-
® cong, %, publigh Pendent Study by the trusted
Its e

bers g impy, tumer Reporsy magazine, seems
. 1

Unlted 0201 - 0 COmI_JUter o survey of
“Xperie One-third of the households in the

a 2 ; b L
mahcmus software infection in
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costing consumers a whoppi
Ping $2.3 bill;
’ 10n anpy.

he people who realize they’ve been att
acked,

re g
the P J that's just t

The Security lllusion

consumers and l?usinefsses ar?und the world put thej,
g omputer security software industry to protect them
fih 22 urgeoning threat of cOmPErer malware. According to 5
from he Gartner group, worldwide spending on security soft-
to{ale 4 nearly $20 billion 1n 2012 and is forecast to skyrocket
ware o spent annually on cyber security by 2017.
t0 594k i individuals what to do about computer viruses, and
As J first answer would be to use an antivirus product from
Jike Symantec McAfee, or Trend' Micro. The response
| from a public that has been trained well. While such
ave proven usseful in the past, they are rapidly losing
and the statistics are deeply revealing. In Decem-
hers at Imperva, 2 data security research firm in
California, and students at the Technion—Israel
¢ the standard antivirus tools

logy decided to pu
ghty-two new computer viruses and

detection engines of more than

yeaf:
" lﬂ [he C

cheir ver
2 Company
is instinctud
rools might h
their efficacy;

Institute of Techno i
o the test. They collected €1

ran the malware against the threat-
forty of the world’s Jargest antivirus companies, including Micro-

soft, Symantec, McAfee, and Kaspersky Lab. The results: the initial
threat-detection rate was only 5 percent, meaning that 95 percent
of the malware went completely undetected. That also means the
antivirus software you are running on your own computer is likely
only caching 5 percent of the emerging threats targeting your
E}i‘:lt’;l‘;f ;;);C;Ir l;gdby’s own .immune system had a batting average
MOI;ths : ould be dead in a matter of hours.

eventully upjit:; ttl;xz il;eile;noths of the security software .industry
0o late. The fact of the ORCVRINE, but of course by the:n it’s qften
?;3 completely Out-inm;:;:er JSdthat criminals _alnd virus writers
: e[:‘stti,.y established 1 pmteg(’:tazs outmaneuvering the antivirus
Me-to-detection rate”.. ch against these threats. Worse,

at is, the amount of time it takes

fom t} .
€ Initig] § d
Introd 1
uction of g piece of malware “in the Wﬂ ?
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to be uncovered—is growing. For cxample, j, 5

Kaspersky Lab in Moscow uncovere 4 h; i 012 Fese
malware known as Flame that had beep pilferip,, Omp]
mation systems around the world for more than fg s
was detected. Mikko Hypponen, the wel]-e .
officer at the computer security firm F-Secy,
failure for the antivirus industry and noted he

C

la
and h]‘s i]]e .
« 3 H " : C()“ e
may be “out of their leagues in their own game.” Tho, ?asu{s;

around the world rely on these tools, it’s pretty clear ¢f, ll,
era is over. Wiy,
One of the reasons it is proving difficult to coypg
variety of technological threats in our lives today is th,
been a burgeoning increase in the number of so-calleg Zero.das
attacks. A zero-day exploit takes advantage of a Previously unky, y
vulnerability in a computer application that developers and SECUr?t:
staff have not had time to address. Rather than proactively looking
for these vulnerabilities themselves, antivirus software companjes
generally only consider known data points. They’ll block a myj;.
cious bit of code if it’s just like the other malicious bits of code they
have seen previously. It’s essentially like putting up a wanted poster
for Bonnie and Clyde because we know they have robbed banks
previously. Bank tellers would know to be on th{? lookout 'fO{‘ the
couple, but as long as no one fitting that description materialized,
they might let their guard down—until a different. bank robber
struck, that is. These zero days are increasingly being gener'ated
for a wide variety of techno-products commonly used in our lives,
affecting everything from Microsoft Windows to Linksys routers
to Adobe’s ubiquitous PDF Reader and Flash Player.
Eventually, hackers figured out that the more noise they made

breaking into your systems, the more quickly you would fix the
P'roblem and kick them out. Now it’s all about stealth anfi cIanc%esI;
tnity, like having a sleeper cell in your computer. You mlght.th:}:e
;he abysmal § percent computer virus detection rate revealed in e
r?:\lszf‘;ﬁ S,md}f appl{ed only to average cit'izens USl'I:lg persf)nalassf;;-‘ve
ud . t“ar? in their homes. Surely businesses with their m g
Eti&sts folr information technology and security would fare l:ﬂ:IlC-
against hackers? Not s0 much. Tens of thousan ds of §

Cessfy] .
hacks againgt major corporations, NGOSs, and governmems

r the Wi d(‘
t there h
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around the world reyeg] that ter
much better in protecting their

the
1 : nfor . }'Spen
Accordlng to Verlzon’s 2013 D{zm rma};lon' d
. “? ey
most businesses have Prov y ‘Ncapah, of o i
hacker has breached their Informati0n Stem, Etectin Whep ,
vey carried out by Verizop businegg Services - LM lang a
tion with the U.S. Secret §e

. Marj
- Wor, . ur.
TVIce, the Dygop, . TKing i
the UK. Police Centra] E-crimeg Unj

)
percent of the i:}trusions against business took ¢ leas?n a:;era g 6
average time frogl the ommal breach of 2 Compagy, m .
discovery of the intrusion was ap ala
seven months for an attacker—ywhet

: Ctwork untj|
I'ming 210 ¢4, S. Thag'g Dearly

her OTganized crjpy. t
petition, or a foreign governmeng__

;

- g d unfettered in

prealorate nerkurs steiling, sosrey, SULTING Competitive g

gence, breaching financial Systems, and pll'ferlng.cuStO

sonally identifiable informatlon, such as.thelr credit cg

When businesses do eventually notice that tl.ley have 5 digita]

spy in their midst and that tbelr vital informatiop Systems haye
been compromised, an appalling 92

Percent of the time ¢ is not
the company’s chief information offi

Cer, security team, or system
administrator who discovers the breach,. Rather, law enforcement,

Mers’ per-
rd Numberg,

penetrated by hackers, the prospects
their information look grim indeed.

i )
oW hard is it to bregk Into the average computer system:
L““ghably €asy. According to the Verizon study, once hackers set
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